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Total number of active device connections worldwide

Number of global active Connections (installed base) in Bn
35+

———

304

* cross-linking and internet of things = more and more data .
volume and flow RIS

154

104 |

* decentralised collection of data

-
1_Non-loT

M o7

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

& o0 requirements on data privacy = GDPR

Source(s): loT Analytics - Cellular loT&LPWA Connectivity Market
Tracker 2010-25

» data exploritation for business models requires resolving

the conflict between data use and data protection * X %
'* | CIRI
Data Prot[e):t(ii)nOfﬁcer * GDPR ** Personal Data
| 25 May 2018
, , , *x A
» goal: enable data use while ensuring data protection * 4 K 4

Compliance Right to be Forgotten

Source(s): https://www.jet-software.com/datenmaskierung/gdpr/
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'Global Number of Connected loT Devices
10.0Bn in 2019
Actuals until Q2/2020 Connectivity type

Number of global active loT Connections (installed base) in Bn 30.9
30-
Wireless Metropolitan
75 - Area Networks (WMAN)
B 56
20- Other
B Wired
15- LPWA

Cellular (2G/3G/4G)

(@)

10- " Wireless Local

Area Networks (WLAN)

B Wireless Personal
Area Networks (WPAN)

0
2015a 2016a 2017a 2018a 2019a 2020f 2021f 2022f 2023f 2024f 2025f

= CAGR

Source(s): lol Analytics - Cellular loT&LPWA Connectivity Market Tracker 2010-25
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Data Ecosystem s,
Advanced Smart Services
" Data Spac

Infrastructure Ecosystem

Policy Rules & Architecture of Standards, interconnection

g Physical Storage Data Spaces r

[- Provider ][ Consumer] [‘ Both J Logical

Source: https://www.heise.de/news/Bundeswirtschaftsminister-Gaia-X-als-weltwelter-
Goldstandard-fuer-Cloud-Dienste-4/7/74826.html

Timon Sachweh - TU Dortmund | GAIA-X4ROMS 6 Differentially Private Learning from Label Proportions



SNV
S\N\V\}) 27~

R Y K

b habe L
oo MOT‘\/AT‘ON deO?’trr%lLSJ?\de universita

== Hub Germany

2

e — — — . e — — —
Federation _
/~  DataConsumer/ ™\ Catalog / Data Provider AN
Service Provider _ )
| O O
O O |
- )
2 > Connector Protocol >
9, @ 5
- - Q Q |
getting possible O O authentication
data provider R R credentials for
| connectors 3 ~—— I | — (1 data consumers I
service provider data provider
| | description

description
| 4

data request |

| e G}\ I with authentication " {3}\ I
l Prediction (ﬂ—‘_ SUMO }
\_Service / responding with \ extended

requested data
N\ % N\ %

6

Timon Sachweh - TU Dortmund | GAIA-X4ROMS / Differentially Private Learning from Label Proportions



AR technische universitat
gaia-x dortmund

== Hub Germany

—

5 OF RSP/ RE T

Timon Sachweh - TU Dortmund | GAIA-X4ROMS 8 Differentially Private Learning from Label Proportions



STATE OF RES EARCH technische universitat
By dortmund
== Hub Germany
ML node
2 N —
.......,1._.-_....‘.:j~j1'jj-j1':;;;;dcast broadcastA
4ML:odeF 4ML:°deF Compute
T __________________________ Ve N Ve Y TE
ML node ML node ML node ML node é ML node
=] | e /&
/ T \ @ @ @ @ @ @ @ Data ML node —

S

(d) Fully Distributed (Peer to Peer)

ML node ML node ML node

¢ 9 @ -

(a) Centralized (Ensembling)

(b) Decentralized (Tree)

_/_\"_\

Parameter Server

Parameter Server Trained model

Compute

ML node ML node ML node ML node

(c) Decentralized (Parameter Server) [Verbraeken et. al., 2020]
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Decentralized Learning Systems

1 l l l l 1

Setting Data Processing Network Topology On-device Model Exchanged Information MEC-aware
i : d § : ! { : ! g : } £ =
Cross-silo Cross-device Sequential Parallel Star-shaped Peer-to-peer Full Split —1 Model params Yes No
'
Update Mode —| Gradients
‘ [ ‘ A . .
Synchronous | | Asynchronous ctivations

— Others

Source: Bellavista, P, Foschini, L, & Mora, A. (2021). Decentralised learning in federated deployment environments: A system-level survey. ACM Computing Surveys (CSUR), 54(1), |-38.
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Aggregation

Basic Idea |

hiding Individual data In

those
agoregat

of many by

iNg data that Is

distribu

cd lhtime or
space
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Masking
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-ncryption

requesting node receives only aggregated data

individual data points no longer identifiable or traceable

aggregation can also be seen as transformation in a certain

way

odels can be leart

earned weights of 1

ed/trained locally
ne model (here aggregation) are

used to train the global model
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B OF RESEARCH

Aggregation

Basic Idea ' == depending on the implementation, decentralised nodes in the

hiding Individual data In

those
agoregat

of many by

iNg data that Is

distribu

cd lhtime or
space

Timon Sachweh - TU Dortmund | GAIA-X4ROMS

Masking

technische universitat
dortmund

-ncryption

network still receive original data
(cf. SMART [He et al., 2007])

@ possible a
nodes In t

; == depending on the a
| possible (Min, Max,

IE Nebvw O

ttacker could impersonate neighbouring

=

sorrthm, only certain aggregation functions are
Mean ol . )

® [Zhang et al., 2019] offers a wide range of applicable

functions (Increases possibilities)
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Aggregation Masking -ncryption

Basic Idea |
' by Inserting random values (camouflage-values) no clear

original data Is enriched | statement can be made, which data was really collected/measuread
so that the exact |
distribution as well as ' relatively easy and computational efficient
the absolute data values |
do not match the f_ = g consideration must be made as to how far the daia set ¢ Be
original manipulated

How much loss of information can be tolerated!?
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Ageregation Masking Encryption
e there are procedures that decrypt the data again at the destination
Basic Idea | node, or not
origina\ aata is firet in 2nd approach, homomorphic encryption Is used to learn on the

eﬂcryp':ed ANC aggrega':ed : encrypted data

with other encrypted data
(— lerm: Secure
Aggregation)

[Zhang, 201 1]

the values are encoded, but relations between different values

are still identifiable

| high data transfer is needed

‘~ = high computation capacity required at the edge nodes for encryption/
| decryption
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Conditions | , Approach |

local data I1s not aggregated over
multiple nodes of a graph, but Is
time-referenced for each node

* limited memory (loT)

» less data overhead for algorithm

—each node can only identify 1ts
own original data, it only modified
data Is passed to external properties

A
E [Stolpe et. al., 2015]

Timon Sachweh - TU Dortmund | GAIA-X4ROMS 16 Differentially Private Learning from Label Proportions

» |less computation capacity at the
decentralised nodes
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e data cannot be send between all
nodes Inside the network (would

be to much data traffic) | M
» algorithm assumes, close | w

locations have similar behaviour | NV —{y/\
(also in prediction) | \\

» therefore we need to have |

<nowledge about distances

c=3 closest neighbors

[Stolpe et. al., 2015]
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sending label proportions (11,12)
o for training
n2()
X
N
:h N 1 w=2 | w-1| w | ¥()
iz = btk cive. | X10 [ 04 031|076 | 0.81| I1
- b x2() | 041 076 | 081 | 061} I1
window-size: [ x3() | 0.72 081 106110111 I2
/ - Aoune x4() | 021 061 | 011 | 091 11
: X
[ ] nc())
) 1,2 a
n \
3
" mdn
1,12 11,12 1,12
. —— >
N batch size b t
[Stolpe et. al., 2015]
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|. Assisnment Step
1 2
| ° .‘:f’}: ) ) Z 0 2 :
e S . .,...'"’..’f'" LA Si cazs Xp : || .Xp o ml. = xp . mj V],l < I < k
\ AR
o8 ¢
: 0
3 4 2. Update Step
1o, : loxd
o .' . ¢ lse | 1
o K A mitD = Z X;
. .o..z 23 ’“_2 4 l (l—) ]
ot 25 Si xES?
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prediction for node j:
majority voting: {

=1 1.2 11}
N =11

Timon Sachweh - TU Dortmund | GAIA-X4ROMS

Nc(j)

,n2()),n (), i

possible labels: 11,I2

batch size:
b
window-size;
Y
window:
Xi

technische universitat

dortmiing
1 w-2| w-1| w | v0
x1() | 0.24 031 | 076 | 081 1
x2() | 041 0.76 | 0.81 | 061 1
x3() 1 O 081 1 061 t 011 2
x4() | 021 061 | 011 |09l | i

Differentially Private Learning from Label Proportions
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neighbor node
n.(j)

Labels:
-0-5
-5-10
- 10-15
- 15-20

- DALA LEAKAGE

o

ly1 1-15

technische universitat
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v
[y |

'
d
3

node j

model of requesting node will be learned

and neighboring nodes send label

proportions

3

Bucket 1 Bucket 2 Bucket 3 Bucket 4
9 12 { 17 | 15 8 10|14 | 17 | 15 12 { 10 | 14
Xa , Yo
X1 "f‘ Y1
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Definition: Differential Privacy

A randomised
domain D anc

private If for a

algorthm M : D — R with
range R I1s e-differentially
'S € R and for any

g e Dsuchthat || D'—D"}||, <1

Pr|M(D) eS| <ePrMD") €S

[Dwork et al., 2014] |

Timon Sachweh - TU Dortmund | GAIA-X4ROMS 23

Explanation

» with € a degree of deviation between
the datasets D" and D" can be
specified, wich Is allowed

» ¢ = O:totally privacy compliant, no
difference between the two datasets

» the higher € |s cRoseh, e (ol
noticeable the missing date Is In the

dataset

Differentially Private Learning from Label Proportions



B DP-11 P - DIFFERENTIAL PRIVACY technische universita

== Hub Germany

max vertical distance |
imited by e® |

0,4
0,3
0,2

0,1

0
= 5 d 34 g 28 2522 1918 .3 1 07 -04 -0 02 05 0814 14 A7 223 26 29532 35 38 Al g di S
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Definition: Sensitivity ; Explanation

. . | | * sensitivity Indicates the factor/value by
The [;-sensitivity of a function f: D — R | which a single datum can influence the
S: ] dataset in the worst-case scenario

| |+ using sensitivity to regulate how much
A\ f=maxppep, \p-p=1 | IAD) =AD", | noise r.nust be ca.l\cu\ated on the data
e to be differentially private

[Dwork et al., 2014] |
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Definition: Laplace Distribution , Example

With €, /\ fas [;-sensitivity function

oiven and D as real data points given: — o=1,4=0 apley
o 0.8 |
— 0=2,u=0 |
— 0 = 17 = 2 66+
—o0=05pu=1 :
1 —ix-ul | A
Pr(R = x|D = trueworld) = —e™ - | A
20 | L e
€ SR 6 = 59 2 4

L

— zAfe

[Dwork et al., 2014] |
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Proof

PriM(D") € §]
Pr(M(D") € S}

|x—f(D)]e
e N T

Timon Sachweh - TU Dortmund | GAIA-X4ROMS
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triangle equation: |a| — |b| < |a — D]

< f0) | Wx i)
e Afe A s s

S AFRDY-ADT] S

| distance between f(D’) and f(D"”) cannot be |
higher than A\ f '

,1ppy-sbms |
L5 F ﬂ
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Now, we know, how we can add noise to prevent leakage of private datal
And we also know, that we can prevent exploitation of private data to a
specific degree!

But where can this noise be applied?

Timon Sachweh - TU Dortmund | GAIA-X4ROMS 28 Differentially Private Learning from Label Proportions
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sauce b B .Y
Fnsure: O())

:foriin l..ido

2: forjinl..|Y| do
Q(])l,] e Sum(Bl. — —

end for calculating noise for each aggregated value

m — sum(Q(j),) - = . |
forjin 1..| Y| do g L 2ecing fo tie Db

0());; < Q) ;+ lap(e = 0,5 = —)

€
& cp Q(j)l-,j to bounds [0.00]

9. end for
|0: - normalize Q()),
| |: end for

calculating upper clipping value

oo T L

clipping to prevent negative values
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» traffic volume data from Sydney Coordinated
Adaptive Traffic System

» sensors at each traffic signal
» contains 5 minute averaged values of traffic flow
» data from January 2013

» continuous values, that are mapped to 5 class

I 6 16 30
labels: |10,—, —, —, —.1
5.y H) )

Timon Sachweh - TU Dortmund | GAIA-X4ROMS
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— LYy
_publin-Road

vvvvvv

7984

N

s

Overview of traffic flow sensors [McCann, 20 [4]
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* 5/ parking sensors, which are located in
amilton, Australia

%
* two labels (used=red, free=green) N
» only value changes are stored s
— preprocessing in timeframes Is
necessary

e 391 444 entries between 2019 and 202 |

Overview of parking sensors
[Southern Grampians Shire Council, 2021 ]
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[Alaliyat, 2022]
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Steps

|. modification batch size b
/2. modification cluster size ¢

3. modification €

4. comparison results between
datasets

Timon Sachweh - TU Dortmund | GAIA-X4ROMS
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General Information

» cross validation with 10 folds

» Evaluation on the two types of datasets
» vehicle flow
* parking sensors

* comparison with k-nearest neighbor

Ip + In
ACC =
tp+fp+itn+jfn
actual L |
predicted positiv negativ
pOSItlv TP =N
negativ FP N

Differentially Private Learning from Label Proportions
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SCATS dataset

i il e [ P
90 %
83 %
76 %

07 6

DP-LLP

£ 9 /\_

5o 6
8 |6 o)

batch-size
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64

28

>

100 %

71 %

82 7%

13 7%

64 7%

oo

technische universitat
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parking dataset 4

- KININ —_— || P Bl i

S A i S S b A ot

8 | 6 5 64 s
batch-size

Differentially Private Learning from Label Proportions



gaia-x’
== Hub Germany

90 %

82 7%

146

66 %

08 7%

50 %

SCATS dataset

o

- |KNN —_— | | P R P
L SRS RS
8 |6 S
cluster-size
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100 %

71 %

82 7%

13 7%

64 7%

oo

L UATION - CLUSTER-SIZE

technische universitat
dortmund

parking dataset 4

= NI DP-LLP
BRI SR L
8 16 o) Ol

cluster=size
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— kNN — LLP (b=50) DP-LLP (b=50) == LLP (b=8) DP-LLP (b=8)

100 %

216

82 7%

/3 %

64 7%

2D %
S |6 5 64

cluster=size
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SCATS dataset ' parking dataset ,

_— LP ) LR 2L Bl

70 % 85 7%

L 83 %

S 81 %

46 % 79 %

38 % ST

| B e
0,0 0,05 0, 0,5 | 0,01 0,05 0, 0,5
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SCATS dataset parking dataset ,

cc | acc

»peerj | | > peer J

F 0 3 4 i 1 2 4 8

e s
N B G 00 &
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v

COONCLEUSIC N
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* the DP=LLP algorithm reaches nearly the same
performance as the LLP algorithm NN

* by choosing €, companies can set the tradeoft

between data privacy and accuracy Ll

Bla ko

accuracy

* most Influence on the aceuracy is achieved by
varying the batch=size and ¢

» performance not as good as centralised approaches

(but significantly less data is used) g

small data transfer
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| | more
implementation s
of Online Learning ML o
- DP-LLP
merging
typical
Federated

Learning (exchange of
welghts) with DP=-LLP
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